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EFT in Brunei

Proprietary bank ATMs
Limited point of sale terminals
No e-Payments gateway
Established credit card presence
Telephone banking
Proprietary Internet Banking
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ICT Asia Comparison

Brunei Malaysia Singapore Indonesia Vietnam Philippines Thailand

Population (m) 0.33* 24.37 4.16 212.11 81.25 79.98 61.89 

GDP per capita 
(US$) 

12,447 3,700 20,752 695 406 913 1874 

Main telephone lines 
(per 100 inhabitants)

25.86 19.79 46.36 3.60 6.85 4.17 9.87 

Cellular 
subscribers (%) 

48 34.88 79.14 5.52 2.34 17.77 26.04 

PCs per 100 
inhabitants 

7.31 12.61 50.83 1.10 0.98 2.17 2.78 

Internet users (per 
10,000 inhabitants)

1,023 2,731 5,396 191 185 256 776 

Source ITU www.itu.int*2001 Census
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Internet Banks in Brunei

Baiduri Bank Berhad

Islamic Development 
Bank of Brunei Berhad

HSBC
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HSBC “Best Consumer Internet Bank”
2005

strength of strategy for attracting 
and servicing online customers
success in getting clients to use 
web offerings
growth of online customers
breadth of product offerings
evidence of tangible benefits 
gained from Internet initiatives
web site design and functionality
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Consistent, easy to navigate layout

Red gel bar with 
service links –

help, print, 
message status,

Log off

Left Column 
1st/ sub level PIB

navigation 
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Interactive advertisements/teasers

Customer clicks ‘tell 
me more’

8

Usage tools
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Roadmap to Future Success

Know Your Visitors
Integration of Transactional and 
Information sites
Enhanced Security
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Know Your Visitors

2. Recognised user: 

- We recognise the user (e.g. through cookie or 
a low CAM level verification), but have not 
positively verified them to confirm they are who 
they claim to be, or who we think they are

NEW

1. Unknown visitor: 

- Could be a customer but we can’t recognise them

- Or, could be a brand new prospect for the bank

3. Authenticated customer: 

- We have verified who they are

- We have information we know about them

None

Detailed

Identified

Verified

Authentication / 
Knowledge

Some

CAM 0

CAM 10

CAM 30

CAM 30     
+

L

H
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Integration of Transactional and 
Information Sites
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Security 1:
Customer Authentication Levels

Passwords for information only
Two-factor authentication for security

CAM10 Credential CAM30 Credential** CAM40 Credential

CAM Level Username Memorable Answer 
(spinning)

Password 1

(locking)
Password 2

(locking) - full, RCC, VK
OTP

CAM0

CAM10 x

x x

x x

CAM30 x x x

x x x x

x x x

CAM40

CAM20 Credential*

CREDENTIALS

CAM20*
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Secure Sessions
URL address begins with https://
padlock symbol appears in the browser.

Encryption
Secure Sockets Layer encryption 128-bit SSL
Any email service within Internet Banking is 
similarly protected with encryption technology 
(unlike your regular email which is usually not 
secure).

Session Time-out
Log-off for inactive
Pages viewed are not recorded in your PC's 
temporary files.

Security 2:
How we keep you safe online
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Updates and patches
Anti-virus software
Personal Firewalls
Anti-spy software
Avoid pirated software
Keep passwords secure

Security 3:
How you can keep safe online
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Virus hoax
Lottery fraud
“419” Advance Fee
Phishing

Security 4:
What to look out for ….

From: HSBC Hong Kong [mailto:online@hsbc.com.hk] 
To: Vcrew
Subject: lmportant secutity information from HSBC Hong Kong

Dear HSBC Hong Kong customer!

Please read this important message about security. We are working 
very hard to protect our customers against fraud. Your account has 
been randomly chosen for verification. This is requested to us to 
verify that you are the real owner of this account. All you need to do 
is to click on the link below. You will see a erification page. Please 
complete all fields that you will see and submit the form. You will be 
redirected to HSBC Hong Kong home page after verification. Please 
note that if you don't verify your ownership of account in 24 hours 
we will block it to protect your money. Thank you.
https://www.ebank.hsbc.com.hk/servlet/onlinehsbc.jsp

“Phishing” Email 

2. Spoofed sender address

4. Purposely made mistakes

3. Spoofed URL

1. A good story made up
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Fake Site 

Genuine site
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Part time Home Manager
Job description:

Our company is interested in hiring citizens of your country for temporary 
work tied with receiving money transfers from our clients in your country 
through the banking system (usually an internal bank transfer, or bank 
transfer within the country) and further transfers of these funds to us 
through money transfers such as Western Union………….
You will be paid according to accomplished work - 10% from the sum of 
each money transfer. On average transfer sums will range from 2000-
2500$ USD. 
You will process at least 1-2 transfers a week. In order to start working 
you do not need any previous work experience or special education. 
If you are interested and would like to get more details on this job offer -
simply fill out the form below and provide us with your bank account 
number ……

Step 2: Recruit Money Mules
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Step 3: Fraudulent Transfers

Money Mule

Victim’s 
money

Victim’s money 
minus commission

“commission”

Fraudster

Victim

Log in to victim’s 
online banking 
account

Transfer from: Victim
Transfer to: MONEY MULE

Transfer 
money



11

21

Thank You


